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Editor’s Corner

Jack Ryan takes on computer hacking
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We often hear “ripped from today’s headlines” in stories (or book jackets) about new novels, and, even though the wording hasn’t been used for “True Faith and Allegiance,” it could certainly apply to the latest Jack Ryan novel. The author is Mark Greaney, who was chosen to continue Tom Clancy’s books after Clancy’s death.

For those who aren’t familiar with the series, Jack Ryan is a former CIA analyst, among other jobs, who became president of the United States. His son, Jack Ryan Jr., is an

employee of Hendley Associates, which serves as a cover for The Campus, an undercover agency that performs tasks the government wants done, but not by a government agency.

 “True Faith and Allegiance” is the story of thousands of hacked Office of Personnel

Management applications for security clearances.

The form, SF-86, is a real one and, as one would expect, it contains all kinds of personal information — Social Security numbers, other government ID numbers, names and addresses of relatives and references, information about all civilian and government jobs the applicant has had and more.

All that personal information gives the novel’s talented hacker a giant information base to get current information about the subjects by using social media and gives him a

way to direct killers to exact locations subjects will be at certain times.

The hacker learned that friends, neighbors, family members and sometimes the subjects themselves post news on Facebook and similar sites when people move, get new jobs, visit a restaurant, hotel, entertainment event or conference and go on vacations. With all that information, he can direct terrorists to the subjects they want to kill.

Granted, most of us are not in high-level military, government or corporate positions, but we can still be putting ourselves in danger by freely posting personal information on the web. For example, have you posted any of the following information on sites that many people can access:

● Your birthdate and place of birth?

● Your Social Security number?

● Vacation plans, including where you’ll be and how long you’ll be away?

● Information about valuable items you own?

● Mother’s maiden name?

● A check-in at a restaurant, amusement park or other sites?

● Pictures of children or grandchildren and information about the schools they attend?

If so, have you considered how the information could be used for identity theft, kidnapping, burglary and home invasions? We don’t have to be so paranoid that we never post anything, but we should be careful about what personal information we post and where we post it.

Tom Clancy True Faith and Allegiance (A Jack Ryan Novel) is available at Amazon: $18.99 (hardcover); $17.08 (paperback)
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